This paper presents a new selective and scalable encryption (SSE) method for intra dyadic scalable coding framework based on wavelet/subband (DWTSB) for H.264/AVC. It has been achieved through the scrambling of quantized transform coefficients (QTCs) in all the subbands of DWTSB. To make the encryption scalable, it takes advantage of the prior knowledge of the frequencies which are dominant in different high frequency (HF) subbands, as traditional zigzag scan is not that efficient for them. Thus, by scrambling the scan order of QTCs in the intra scalable coding framework of H.264/AVC, we were able to get encryption and compression for enhancement layers (ELs) simultaneously. Watermarking has been integrated in the proposed architecture to avoid the requirement of separate keys for each spatial layer. The algorithm is better suited for multimedia streaming as the bitrate of the encrypted bitstream is lower than the original bitrate. Besides offering SSE, the proposed algorithm, when applied to different benchmark video sequences, outperformed the standard zigzag scan in terms of bitrate.
INTRODUCTION
Scalable video coding (SVC) is used to fulfill the demand of networks that are heterogeneous in terms of bandwidth and client resources. Different customers demand different quality levels of the same copyrighted multimedia content. In order to protect each quality layer independently, separate encryption of each spatial layer is suggested. In our approach, to avoid the use of multiple keys for higher layer decoding, watermarking has been incorporated in the framework.
Scalable architecture for H.264/AVC namely joint scalable video model (JSVM) [1] is based on pyramid coding architecture as shown in Fig. 1 .a. In this kind of architecture, total spatial resolution of the processed video is the sum of resolutions of all the spatial layers and quality of each of the subsequent layer is dependent on the quality of the base layer. Hsiang [2] has presented a scalable dyadic intra coding method based on subband/wavelet coding (DWTSB). In this method, LL subband is encoded as the base layer while HF subbands are encoded as EL as shown in Fig. 1 .b. With this method, if the LL residual is encoded, then higher layer can be encoded at a better quality than the base layer, as illustrated in Fig. 1 .c. The results presented by Hsiang have proved to be better than those for H.264 scalable video coding method JSVM [3] for intra frame. In dyadic scalable intra coding, the image is transformed to wavelet subbands and then the subbands are encoded by traditional H.264/AVC. Since each wavelet subband possesses a certain range of frequencies, a single scan pattern is not equally efficient for scanning the QTCs in all the subbands. Jia et al. [4] have presented the idea of adaptive scan based on spatial prediction for intra frame of traditional H.264/AVC. In a previous work [5] , we have presented an adaptive scan for each of the HF subbands in DWTSB scalable architecture as zigzag scan is not suitable for HF subbands. Scan patterns in the spatial domain have been discussed in literature by Maniccam and Bourbakis [6, 7] for compression, watermarking and encryption of multimedia content. Despite the fact that scrambling is a weak encryption technique and is vulnerable to chosen and known plain text attacks [8] , it is interesting for copyright protection of ELs, owing to low computational cost, for having scalable access levels. In Section 2, overview of scan methodology, including different types of scans for each subband, is explained. In Section 3, we present the proposed algorithm. Section 4 contains its performance analysis and experimental results, and concluding remarks are discussed in Section 5.
SCAN METHODOLOGY
In SVC, the video bitstream contains a base layer (BL) and number of ELs. ELs are added to the BL to further enhance the quality of coded video. In spatially scalable bitstream, the resolution of the EL is either equal to or greater than the lower layer. Let the QTCs be a 2-dimensional array given as:
After scanning the 2-dimensional array, we get a set: Q mn = {1, ..., mn}. One can note that scanning is a bijective function from P m×n to Q mn . The output of scanning is fed to entropy coding module for source coding. The entropy coding module is designed to perform better when it gets most of the non-zero QTCs in the beginning of the block followed by long trail of zeros at the end of the block, with magnitude of non-zero QTCs higher at the start of the scanned array. we can divide the 4 × 4 transform block in four areas. The LL subband consists of slow varying areas and contains lower frequencies, both horizontally and vertically; its energy distribution in the transform domain is shown in Fig. 2 .a. Area 1 contains most of the energy as it contains the frequencies both in horizontal and vertical directions. Area 2 and 3 contain frequencies of only 1 direction, either horizontal or vertical. Area 4 contains the least amount of energy. The most appropriate scan for energy distribution of the LL subband is from top-left to bottom-right corner as shown in Fig. 2 .b. This is the case for slowly changing video data wherein most of the energy exists in top-left corner of 4×4 transform block. In the case of HL subband, most of the energy is concentrated in topright corner and QTCs should be scanned from top-right to bottom-left corner. Similarly, scan should be from bottom-left to top-right for the LH subband and the HH subband should be scanned from bottom-right to top-left corner [5] . We have used these scans to make scalable SE which is a good compromise between the bitrate and the security level of the encrypted bitstream. SVC offers a new profile for intra video coding named Profile B Intra only. It can be used for fast random access to individual video frames and is useful for applications like digital cinema and satellite imaging requires. DWTSB can be used to enhance the efficiency of this profile and can be integrated to JSVM reference software without much modification. This framework is quite flexible in selecting the wavelet coefficients for generating low resolution video at the base layer.
PROPOSED METHOD
For our method, we have used wavelet critical sampling setting. Daubechies 9/7 wavelet filter set has been used to transform the image to the wavelet subbands. The work has been done on 'JVT-W097' [9] which is referenced H.264 JSVM 8.9 with wavelet framework integrated. The reference software is then modified to analyze the performances of the scrambling of the scan order for each subband. H.264/AVC offers two types of entropy coding methods namely, context-based variable length coding (CAVLC) and context-based binary arithmetic coding (CABAC). CABAC updates its context model with encoding of every bit. If the synchronization is lost between encoder and decoder, the symbols are decoded differently. Owing to this fact, this SSE implementation for CABAC makes the bitstream undecodable by standard H.264/AVC decoder. Hence, we are using CAVLC entropy coding module with H.264/AVC in our work. In Section 3.1, we present the proposed algorithm for copyright protection of ELs while the scalability aspects are discussed in Section 3.2.
Selective encryption method
In DWTSB, a given image is transformed to wavelet subbands and the LL subband is encoded as base layer by traditional H.264/AVC. In the EL, LL subband is predicted from the reconstructed base layer. Each HF subband is encoded as separate slice. They are transformed, quantized, scanned and then entropy coded. Our main contribution is to scramble the scan order of QTCs in ELs to encrypt them for copyright protection as shown in Fig. 3 . We initialize a pseudo-random number generator (PRNG) with a secret key. BL is encoded without encryption. A secret key for the 1st EL is watermarked in base layer by embedding the bits of the key in the least significant bits (LSBs) of QTCs. In the 1st EL, prediction residual is transformed and quantized. In contrast to the HF subbands, the LL subband, which contains only prediction residual from lower layer, does not contain any frequency in dominance. This makes it the best candidate for embedding the key for the immediate higher EL. Embedding the key of immediate EL makes it possible to use only one key for decryption of certain quality level, thus avoiding the need of multiple keys for the decryption of higher quality layers. After watermarking of the LL subband, QTCs, in all the four subbands, are encrypted by scrambling. For a scalable bitstream containing n layers, LL subband in nth layer is not watermarked and all the subbands are only encrypted. The block diagram of the proposed method is presented in Fig. 4 .a. From the watermarking point of view, this scheme is quite flexible and we can use any suitable watermarking method which is best suited for the situation.
Scalable architecture
To make the SE scheme scalable, we take advantage of a prior knowledge of dominant frequencies in each subband. We have presented five levels of SE. The level 0 scrambles all the 16 QTCs. It offers the highest security as scrambling space for this level is 16!. The bitrate in this level is approximately equal to that of standard zigzag scan. After that, we leave some QTCs unscrambled, in a diagonal fashion as illustrated in Fig. 4 .b. For level 1, we leave the first line unscrambled which reduces the scrambling space to 15!. It assures that the bitrate is always lesser than the original bitstream. level 2 reduces the scrambling space to 13! by leaving first two lines unscrambled and further reduces the bitrate. For level n encryption, we leave first n lines unscrambled. So we reduce the bitrate and the encryption strength for the sake of lesser computations. It is pertinent to mention that for HF subbands, we leave the coefficients unscrambled according the frequency dominance [5] in that subband. For example, in HH subband, we do not scramble QTC at position 15 for level 1 encryption.
EXPERIMENTAL RESULTS
For the experimental results, five benchmark video sequences, containing base layer of QCIF resolution and two ELs of CIF and 4CIF resolutions, have been used. Each of them represents different combinations of motion (fast/slow, pan/zoom/rotation), color (bright/dull), contrast (high/low) and objects (vehicle, buildings, people).
To demonstrate the efficiency of our proposed scheme, we have compressed 150 frames of each sequence as intra. Fig. 5 .a and 5.b show a comparison of subframe of 1st frame of 2nd EL (4CIF) of city video sequence without encryption and with SSE. All refined detail of video frame including texture and edges, which constitute the EL, has been distorted in the encrypted frame. Frame-wise analysis of city is presented in the form of graph in Fig. 6 .a and 6.b at QP value '18'. Performance analysis over the whole range of QP values of city is given in Table 1 for PSNR and bitrate comparison for all the encryption levels. Table 2 compares the PSNR and the bitrate of all benchmark video sequences at QP value '12' without encryption and with SSE at different encryption levels. Our results verifies that this scheme works well for various video contents and over the whole range of QP values.
For all the experimental simulations, 1st EL of CIF resolution has been decrypted properly and it is only the 2nd EL of 4CIF resolution which is left encrypted. If 1st EL is not decrypted, PSNR of encrypted 2nd EL will be very poor (about 10 dB on average). 
CONCLUSION
In this paper, a novel framework for encryption of ELs of intra dyadic scalable framework for H.264/AVC has been presented. Real-time constraints have been handled successfully by making the encryption scalable and by reducing the bitrate. The experiments have shown that we can achieve the desired level of encryption without any escalation in bitrate, if we do not scramble only the first coefficient in the scan pattern.
Owing to embedding of key in LL subband of subsequent lower layer, a single key is required for the decoding of some specific quality level. In future, the proposed scheme can be extended for protection of P and B frames.
